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Vital Areas at Nuclear Power Plants

0. F. Cameron, PE; Lns Alamos National Laboratory; Los Alamos, WM

Abstract

Vita) area analysis of nuclear power plants has been performed for the Nuclear
Regulatory Commission by the Los Alamos National Laboratory from the late
1970's through the present. The Los Alamos Vitai Area Study uses a fault-tree
modeling technigue to identify vital areas and equipment at nuclear power
plants to determine their vulnerability. This technique has been appliied to
411 sperating plants and approximately one-half of those under construction in
the US. A1l sabotcur-induced loss-of-coolant accidents and transients and the
systems needed to mitigate them are considered. As a result of this effort,
security programs at nuclear power plants now include vulnerability studies
that identify targets in a systematic manner, &nd thu: unnecessary protection
has been minim!zed.

Introduction

In the early 1970's, the Nuclear Regulatory Commission (NRC) initiated
security research in anticipation of new security requirements for nuclear
power plants. When Title 10 of the Code of Federal Regulations Part 73.55
(10 CFR 73.55) came into effect in March 1977, all nuclear power plants were
required to submit amended security plans. Los Alamos participated 1a the
review of these amended security plans, which included a 1ist of the v1}a1
areas at each plant. Sandia National Laboratories, Albuquerque (SNLA),
¢eveloped a method for 1dentifying these areas for the NRC's Office of Nuclear
Regulatory Research (RES). Two nuclear power plants were analyzed with this
new methodology 1n 1976, A fault-tree approach s used to systematically
Ydentify system interrelationships and equipment locations in plants. Early
in 1978, the NRC decided to use this analysis approach for all power reac-
tors. Los Alamos has applied 1t to specific plants for the Office of Nuclear
Reactor Regulation (NRR) and, most recently, for Nuclear Material Safety and
Sateguards (NMSS). Since the Vital Area Aneiysts Program's (VAAP) inception,
Los Alamos engineers have visited all of the operating reactois and approxi-
Astely 25 plants undergoirg their operat\n? 1icense review. The fault-tree
approach has proved tc dbe an excellent tool for performing detalled and
systematic vital area analyses of complex plants.

The development of fault trees s central to the vital area program, and the
accurate representation of a plant in the trees 1s essential for relisble
results. Development begins with combining generic subtrecs that have been

aod\licd to show the sdecific details of the plant under review. The

SETS™ (Set Equation Transfurmation System) computer code 1s used to solve
:ho r:su\tinq messive fault trees and to provide the results 4n a usadble
ormat.

The fault trees used in these analyses differ from safety fault trees in an
importent way: fallure mocdes cannot be eliminated because they have a low
probabi1ity of occurrence. In sabotage fault trees, an adversary s nrot
Yimited to deamaging equipment in a manner corresponding to a 1ikely random
fault. This has led to the Inclusion of complex scenarios in the fault trees
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that require a different set of assumptions than might be needed on a safety
fault tree. Because most 1ight-water reactor safety analysis work has been
done assuming that single-fadlure criteria and necessary system interactions
are not always well understood, there has been some uncertainty in developing
the trees. @enerally, the uncertainty 1s In the area of determining the sys-
tem or combination of systems that 1s required to mitigate various saboteur-
initiated incidents. This has resulted in a tendency to use conservative
assumptions in the sabotage trees. These Fault trees will not include cradit
for incident recovery modes that have not been reviewed and approved by the
NRC. Therefore, 1t 1s entirely possible that a licensee may be required to
overprotect certain areas of a plant in some instances. The case of "better
too many than not 2nough” may satisfy the objectives of tecurity; however,
when plant operations are considered, care must be taken not to affect plant
safety adversely.

yita) Arsa Analysis

10 CFR 75.55 came into effect in March 1977 to provide better
protection of nuclear power reactors agatinst industrial sabotage. Los Alamos
rarticipated in the review of the amended security plans that were required
from every NRC licensed nuclear power reactor. Some of the items reviewed were

1. access control,

2. intrusion detection,

3. contraband interception, and

4. the plant's identification of vita) areas.

During the review, we realized that a better way to identify vital areas was
needed. Nuclear power plants are large, compliex facilities that both are
costly to build and have the potential for significant radiological releases.
In early 1978, the NRC decided to use the SNLA-developed fenlt-tree method-
ology to assure that all vital areas were identified and to identify areas

that were not considered vital and did not require such a high level of pro-
tection. In the anayses, vita’ arza and vita) equipment are defined as follows.

Yital Area. Any area in which successful sabotage can be accom-
plished by compromising or destroying the vitai systems or c¢omponents
located within this area. A vital area must be constructed sud-
stantially, have locked doors, and be provided with access control
measures,

¥1**1_£gyjnm¥n1. Any equipmunt, system, device, or mutertal whose
allure, destruction, or releass could directly or indirectiy endan-
ger public health and safety by exposure to radiation.

’gg%gg;_:ggg;_ﬁlgg;;: A power plant requires a heat source heating a working
uid, such as water, that in turn produces steam to drive a turbine-generator
that produces electricity. The heat source varies. In the United States,
electricity 1s produced from coal (44%), o1 (M%), gas (17%), nuclear (12%),
and other sources, such as wood, wind, and h{dro {10%). There are adbout 305
operational nuclear power reactors thronghout the world, and about 220 are
under construction in 22 countries. The US has the most of any one
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country--90 operational power reactors and 40 under construction. There have
been no new orders in the US since 1978, and 40 have been cancelled. These
numbers change as time joes on.

Figure 1 shows the relative size of these plants. A plant site usually 1s an
ared of about two acres. The containment structure 1s ~170 ft high and

~70 ft in diameter. Cooling towers vary but can be &s much as 400--500 ft
tall. Each plant has complex water, steam, electrical, and nuclear systems.
The systems a7l Fave redundancies built into them so that no single component
fatlure would result in a catastrophic fallure.

Yita) Area Anglysis: A vital area anxlysis pinpoints sabotige-sensitive
tarnets in nuclear power plants. This s done using an engineering study of
plant systems to determine which systems are needed for a safe shutdown, an
analysis of possible saboteur actions, and a determination of the plant opera-
tor's actiona. Using site-specific information, an analyst constructs a fault
tree using "AND® and "OR" gates. For example, 1f one event depends on two
other events occurring, an "AND" gate s used. If an event depends on just
one of many events occurring, an "OR" gate ‘., used. The SETS computer code
then 1s used to solve the fauit trees

The study of a specific plant begins witn a 1-week stud, of all information
available on 4{. The primary document used is the plant's Final Safety
Analys’s Report (FSAR). A l-week site visit by two Los Alamos engineers
follows the initlal study. At the site, meetings are held with plant manage-
ment and knowlcdgeable operators and engineers. Transient and loss-of-zoolant
accident (LOCA) fatlure criteria are discussed, as are the requirec mitigating
systems. Fallure modes and equipment locations also are identified. A1 this
information 1s marked on plant drawings that are taken back to the l.aboratory
for further study and input to the SETS code. The plant then 1s foiured to
verify data obtained from the discussions and d awings, such as the vocations
of p.mps, valves, conirol panels, electrical switchgear, and so forth. When
the engineers return to Los Alamos, 1t takes about 4 weeks for an erngineer and
4 data analyst to prenare the data for the computer program. Ouring this
time, the Los 2lamos engineer usually contacts the plant engineers by tele-
phrae to -larify information not obtained during the site visit. Many detidls
must be studied, and the Information must be accurate. Another 4§ weeks are
required for the computer eznalysis and correction of any erro-.. A quality
assurance review by another knowledgeable Lo: Alamos enginser, which takes
about a week, s required before a final report 1s submi.ted to the NRC. The
NRC uses this report as »art of their dnput data to determine that the plant
has protected essential targets arequately. The report also discloses areas
and equipment that may not require a high level of protection. Table I shows
a time table for an average vital area analysis.

¢ The major sections of the \Vital

rea Analysis Computer Outpit Report are shoxm in Fig. 2. 1 w'11 discus: nnly
the set ecuvatiors and the end product--the locatiuvn solucion. The set sgna-

tions (Fig. 3) doscribe the fault tree mathematically, anu they are solved by
the SETS program. The set eauations also transform the sabotage events into

Yocations. A typical location solution 1s shown in Fig. 4. The first six
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Fig. 1.
Typical nuclear power plant.
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VITAL AREA ANALYSIS OUTPUT
Event Locetions
Locmap

Fanit Tree Event Table = TREE

Set Equations
1-Events, 2-Omega/Phi, 3-Locations

Location Minimum Protection Set
Event—-Location Analysis
Keys to Abbreviations

fFig. 2.
Summary of vital area analysis output.
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Set equations are the mathematicai description
of the fault tree. These equations are solved
by SETS. Sect equations also transform the
sabotage cvents into locations.

DG - PGI1 - FUEL = DGIRM

Fig. 3.
Typical set equation.
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1- 45TB089
2 - CR

3 - 45TB090
4 - 45TBFAC

Fig.4.

5 - 93FB281

€ - CX

7 - CST & 45AB164
8 - CST & 63CB038

Location solution from computer output.
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TABLE I
TIME TABLE
fvent Time Involved

(1) Site visit preparattion 1 week

(2) Site visit 1 week

(3) Conversion of raw data into computer input 4 weeks
(4) Computer analysis 4 weeks
(5) Quality assurance review 1 week

(6) Submit report to NRC

items are abbreviations for single vital areas. (4578089 means the 45 ft
elevation of the Turbine building room number 089; CR means Control Room; and
so forth.) The seventh and eighth items are double vita) areas (CST means
condensate storage tank and 45AB164 means the 45 ft elevation of the auxiliary
building room number 164); that 1s, the saboteur would have to go to two areas
and commit an act of sabotage n each to cause a radiological release.

Simplified generic sabotage fault trees for 1ight-water reactors are shown in
Figs. 5, 6, and €. rigure 5 1s & typical fault tree in that the top event is
& radiological release from a plant. Below this top event s &n "OR" gate
with inputs. Any one of these inputs can cavse a release. The three inpu’s
are fission products released from the spent fuel storage area, fission pro-
ducts released from the containment because of a fuel melt, and fission pro-
ducts released from radwaste systems. These subtrees are developed elsewhere
on the fault tree. Figure & 11lustrates a simplified development of the
release from a containment fuel melt. The inputs to the top of Fig. 6 are
fuel melt from a LOCA and the mitigating systems disabled (LOC-MIT) OR fuel
melt from ar. inducec transient and the mitigating systems disabled
(TRANS-MIT). Notice that under poth LOC-MIT and TRANS-MIT there 1s an "AND*
gate. This means that under LOC-MIT the LOCA must be induced AND the mitigat-
}ng systems disabled for the gate to open. The same logic appiles under
RANS-M11,

Figure 7 a simplified piping dlagram of a typical reactor coolant system. The
diagram indicates a coolant source, pumps, valves, and piping routes. This
coviant system 1s partially modeled in Fig. 6 as a generic subfault tree.

Note that losc of flow from coolant sources, loss of flow through the pump, or
Yoss uf flow from the pumps' discharges will open the gate at the top of the
subfault tree. The triangle means that this event 1s developed elsewhere;

the circle indicates a basic event, which means the end of a branch of the
tree. The areas where this event could occur would be listed under 1t.

Spinoffs from the Proaram: This program has other applications beside veiify-
ing that all the vital areas in a plant are protected. The analysis reports
are used 1n assessing any communicated threat against a nuclear power reac-
tor; the Los Alamos engineers working on this program are trained in threat
assessment. This methodology also has been used in factiiity vulnerability
studies for NASA's space transportation system and can be sdapted readily to
vulnerabi11ty studies for industry and the military.
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Fig. §. L

Simplified generic sabotage fauit tree for light-water reactors.
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TRANSIENT INDUCED,
AND MITIGATING

SYSTEMS DISABLED

TRANS - MIT

() o
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INDUCED SYSTEMS DISABLED

LOCA - IND LOCA-MIT~-D

TRANS - ND TRANS -MIT -D

VAN VAN

/\ JAN

Fig. 6.

Further development of simplified generic sabotage fault tree.
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Fig. 7.
Simplified piping diagram for the coolant system.
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| INROEQURTE HERT REMOVAL I
IN SYST LOOP

SYST - IR

AL

LOSS OF FLOW T™E LOSS OF FLOW FROM
PUMPS IN SYST LOOP COOLANT SOURCES TG
PP SUCTION MEROER

LOSS OF FLOK FROM PUMPS

DISCHARGE TO HERT
SOURCE IN SYST LOOP

SYST - PM - L
SYST - CS - PMS

A A

BREACH PIPING SECTIONS | | DISRBLE VALVES FROM

FROM PUNP O1SCHARGE PUMPS D1SCHARGE
TO HERT SOURCE
SYST - vv - PMD

Fig. 8.

Simplified generic subfauit tree for the coolant system.



Summary and Conclusions

Using a fault-tree aodellng technique, the Los Alamos vital area analysis
program analyzed all operating nuclear power plants and about half of those
under construction. The result of this effort 1s that the security programs
at nuclear power plants now include vulnerabiiity studies that identify vita)l
targets in a systematic manner, and thus unnecessary protection has been mini-
mized. Expertise has been developed that can use this vulnerability modeling
technique for any industrial or military application.
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